


) "Protected Health Informatiorshall have the meaning set foiih 45 CFR 164.501, including,
without limitation, any information, whether oral agcorded in any form or medium: (i) that relates to
the past, present or future physical or mental conditfan individual; or (ii) the provision of health care
to an individual; or (iii) the past, present or figupayment for the provision of health care to an
individual; and (iv) that identifies the individual or with respect tdchitthere is a reasonable basis to
believe the information can beed to identify the individual.

(9) "Required by Law" shall have the meanisgt forth in 45 CFR 164.501, including, without
limitation, a mandate contained in law that compet®wered entity to make a use or disclosure of PHI
and that is enforceable in a court of law.

(h) "Public Health Activities" shall have the m@ng set forth in 45 CFR 164.512(b), including,
without limitation: (i) a public health authority that is authorized by law to collect or receive Protected




safeguards appropriate to the size and complexitheoRecipient's operations and the nature and scope
of his/her/its activities in order to safeguard the LDS.

(e) Recipient's Agents and/or Subcontractord.o the extent Recipient retains any agents or
subcontractors that will use or have access toLD8 for the purposes of performing Recipient's (i)
Research; (ii) Public Health Activities; or (iii) HéalCare Operations in accordance with Exhibit A,
Recipient shall require that each agent or subcontragree, in writing, to be bound by the terms of this
LDU Agreement to the same extent as RecipieRecipient shall implement and maintain sanctions
against agents and subcontractors that violate sesthictions and conditions and shall mitigate the
effects of any such violation.

() Re-ldentify or Contact Individuals. The Rpigint agrees not to re-identify or contact the
Individual(s) who is/are the subject(s) of the LDS.

(9) Governmental Access to Records. Recipieailghake his/her/its internal practices, books and
records relating to the use and disclosure of LD&lalvlie to Secretary in a time and manner designated

by the Covered Entity or the Secretary, for pggm of the Secretary determining Covered Entity
compliance with the Privacy Rules. Recipient shall provide Covered Entity access to or a copy of any
LDS or other information that Recipient makes klde to the Secretary concurrently with providing
such LDS to the Secretary.

(h) Covered Entity Access to Records. Within fifg days of a written regst by Covered Entity,
Recipient shall allow Covered Entity to conduct a oeable inspection of Recipient's facilities, systems,
books, records, agreements, policies and procedures relating to the use and/or disclosure of LDS for the
purpose of determining whether Recipient has complied with this LDU Agreement; provided, however,
that: (i) Recipient and Covered Entity shall mutually agree in advance upon the scope, timing and location
of such an inspection; (i) Covered Entity shplotect the confidentiality of all confidential and
proprietary information of Recipient to whicho@red Entity has access during the course of such
inspection; and (iii) Covered Entity shall executeoadisclosure agreement, upon terms mutually agreed
upon by the parties, if requested by Recipient. Thetli@ttCovered Entity inspects, or fails to inspect, or

has the right to inspect, Recipient's facilitiessteyns, books, records, agreements, policies, and
procedures does not relieve Recipient of his/her/its responsibility to comply with this LDU Agreement.
Moreover, Covered Entity's failure to detect or, il iternative, detection, but failure to notify or
require Recipient to remediate any unsatisfactory practices, does not constitute acceptance of such
practice or a waiver of Covered Entity's exfEment rights under this LDU Agreement.

0] Minimum Necessary Use and Disclosure Requirement. Recipient shall only request, use or
disclose the minimum amount of LDS necessary to reasonably accomplish the purpose of the request, use
or disclosure in accordance with 45 CFR 164.502(b). Further, Recipient will restrict access to LDS to
those employees of Recipient or other workforce members under control of Recipient who are actively
and directly participating in the request, use acldisure of LDS in accordance with the purposes set
forth in Exhibit A and who need to know such infation in order to fulfill such responsibilities.

0) LDS Ownership. Recipient acknowledges thatas no ownership rights with respect to LDS
received by Recipient pursuant to this LDU Agreement.

(K) Notification of Breach; Mitigation. During theerm of this LDU Agreement, Recipient shall
notify Covered Entity within twenty-four (24) hours of any actual or suspected use and/or disclosure of
LDS in violation of the Privacy Rules or this LDU Agreement. Recipient shall take prompt corrective
action to mitigate and cure any harmful effect tlsaknown to Recipient of an improper use and/or
disclosure of LDS.
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Section 3. Term and Termination.

(a) Term This LDU Agreement shall commence oe tffective Date and will remain effective for
the entire time Recipient maintains the LDS, unleadier terminated in accordance with the terms
herein.

(b) For Cause Termination Due to Material Breach. In the event of a material breach by Recipient of
any of his/her/its obligations heneder, Covered Entity shall have the right, as specifically recognized by
Recipient, to terminate this LDU Agreement aty time by providing Recipient written notice of
termination setting forth a description of thedch and the effective date of termination.

(©) Reasonable Steps to Cure Material Breach. If Covered Entity knows of a pattern of activity or
practice of Recipient that constitutes a material breach of Recipient's obligations under the provisions of
this LDU Agreement and does not terminate tHEJLAgreement pursuant to Section 3(b) above, then
Recipient shall take reasonable steps to cure swgdchr If Recipient's effort® cure such breach are
unsuccessful within thirty (30) days following a wnitteequest to cure provided by Covered Entity,
Covered Entity shall either: (i) terminate this LDU Agmeent, if feasible; or (ii) if termination of this

LDU Agreement is not feasible, Covered Entitylsheport Recipient's breach to the Secretary.

(d) Judicial or Administrative Proceedings. iter party may terminate this LDU Agreement,
effective immediately, if: (i) the other party imamed as a defendant in a criminal proceeding for a
violation of the Privacy Rules; or (i) there is a finding or stipulation that the other party has violated any
standard or requirement of the Privacy Rules in any administrative or civil proceeding.

(e) Effect of Termination. As of the effective tdaof termination of this LDU Agreement, neither
party shall have any further rights or obligatidreseunder except: (a) as otherwise provided herein; (b)
for continuing rights and obligations accruing under Bhiwacy Rules; or (c) arising as a result of any
breach of this LDU Agreement, including, but not limited to, any rights and remedies available at law or
equity. Upon termination of this LDU Agreement for any reason, Recipient shall return or destroy all
LDS (regardless of form or medium), including all copies thereof. The obligation to return or destroy all
LDS shall also apply to LDS that is in the possessibagents or subcontractors of Recipient. If the
return or destruction of LDS is not feasible, Remipishall provide Covered Hty written notification of

the conditions that make return or destruction nasifde. Upon mutual agreement of the parties that
return or destruction of LDS is not feasible, Recipient shall continue to extend the protections of this
LDU Agreement to such information, and limit furtheses or disclosures of such LDU to those purposes
that make the return or destruction of such LB&t feasible, for as long as Recipient maintains such
LDU. If Recipient elects to destroy the LDU, Reeipi shall notify Covered Entity in writing that such
LDU has been destroyed

Section 4. Indemnification. Recipient shall indemnify and hold the Covered Entity, and its
employees, officers, directors and independent contractors, harmless from and against all claims,
liabilities, judgments, fines, assessments, penaltieardmsnor other expenses, of any kind or nature
whatsoever, including, without limitation, attorneys' fees, expert witness feespsisdof investigation,
litigation or dispute resolution, relag to or arising oubf any breach or allegebreach of this LDU
Agreement by Recipient. The obligations set fortthia Section 5 shall survive termination of this LDU
Agreement, regardless of the reasons for termination.

Section 5. Disclaimer. Covered Entity makes no warranty or representation that compliance by
Recipient with this LDU Agreement or the Privacyl&uwill be adequate or satisfactory for Recipient's
own purposes. Recipient is solely responsible for all decisions made by Recipient regarding the
safeguarding of its confidential information.
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Section 6. Assistance in Litigation or Administrative Proceedings. Recipient shall be available

to Covered Entity, at no cost @overed Entity, to testify as a wiss, or otherwise provide reasonable
assistance, in the event of litigation or administrative proceedings being commenced against Covered
Entity, his/her/its directors, officers or employees based upon a claimed violation of HIPAA, the Privacy
Rules or other laws relating to LDS security or pdy, except where Recipient is named as an adverse

party.

Section 7. Injunctive Relief. In the event of a breach by Recipient of any of his/her/its obligations
hereunder, Covered Entity shall have, in addition to any other rights and remedies available at law or in
equity, the right to obtain injunctive relief withotite necessity of proving actual damages or that any
irreparable harm would or might result from a fedluo obtain injunctive tief, it being acknowledged

and agreed to by all parties hereto that any boeach will cause irreparabiierm to Covered Entity and

that monetary damages alone will not provide an adequate remedy.

Section 8. Construction. This LDU Agreement shall be construed as broadly as necessary to
implement and comply with the Privacy Rules. eTparties agree that any ambiguity in this LDU
Agreement shall be resolved in favor of a meaning that complies and is consistent with the Privacy Rules.

Section 9. Captions. The captions contained in this LDU Agreement are included only for
convenience of reference and do not define, limit, explain or modify this LDU Agreement or its
interpretation, construction or meaning and are iwag to be construed as part of this LDU Agreement.

Section 10. Notice. All notices and other communicationsquired or permitted pursuant to this

LDU Agreement shall be in writing, addressed to the party at the address set forth at the end of this LDU
Agreement, or to such other address as either party may designate from time to time in writing in
accordance with this Section. All notices and other communications shall be mailed by registered or
certified mail, return receipt requested, postage pre-pa




Section 14.  Waiver. The failure of either party at any time to enforce any right or remedy available
hereunder with respect to any breach or failure shalbeatonstrued to be a waiver of such right or
remedy with respect to any other breach or failure by the other party.

Section 15.  Severability. In the event that any provision or part of this LDU Agreement is found to

be totally or partiallyrivalid, illegal, or unenforceable, then th@yision will be deemed to be modified

or restricted to the extent and in the manner necessanake it valid, legal, or enforceable, or it will be
excised without affecting any other provision of thiBU Agreement with the parties agreeing that the
remaining provisions are to be deemed to be in full force and effect as if they had been executed by both
parties subsequent to the expunget@d the invalid provision.

Section 16.  No Third-Party Beneficiaries. Nothing express or implied in this LDU Agreement is
intended to confer, nor shall anything hereimfeo, upon any person other than Covered Entity,
Recipient and their respective successors or permitted assigns, any rights, remedies, obligations or
liabilities whatsoever.

Section 17.  Entire Agreement. This LDU Agreement constituteke entire agreement between the
parties with respect to the matters contemplated herein and supersedes all previous and contemporaneous
oral and written negotiations, commitmerdad understandings relating thereto.

[Signatures on the following page.]
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IN WITNESS WHEREOF, Covered Entity and Recipient have each caused this LDU
Agreement to be executed in their respective naméisdayduly authorized representatives, as of the day
and year first above written.

"COVERED ENTITY" "RECIPIENT"

University of South Alabama Hospitals

Signature: Signature:
Print Name: Print Name:
Title: Title:

Date: Date:
Address: Address:
Facsimile: Facsimile:
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